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e Side Channel Analysis (SCA)
* Prior Work: Power SCA resilient approaches
* Motivation: Susceptibility to the ground bounce

*  Proposed Work
- Principle of Galvanic Isolation (Gl)
- Proposed GI-AES architecture

* Test-chip measurement

- Die photo, Measurement summary
- Power SCA
- EM SCA

* Comparison & Conclusion
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Side Channel Analysis (SCA)




Side Channel Analysis

Easy physical access

Inexpensive

High successful rate

P HORELRL

Plain Text, Cypher Text, Key and Password
Proper Data 1/'O “

lmoropcdnout =P
,*’ %

Q‘.

Procosslng Time

- Input to the Module
s Output from the Module

Current, Voltage

Electromagnetic Emission Circuit Pattern Analysis

Voltage Probing
Emission Monitoring

Frequency Scaling

Voltage Scaling

Noise Injection

Electric Field, Magnetic Field
or Radiation Exposure

Side Channel Attack

https://www.keirex.com/e/Kti072_SecurityMeasure e.html



https://www.keirex.com/e/Kti072_SecurityMeasure_e.html

Outline

Prior Work: Power SCA resilient approaches




Prior Work: Power SCA resilient approaches

* Constant Current Signature

* Randomized Current Signature
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Prior Work: Power SCA resilient approaches

* Constant Current Signature (a)

- (a) Switch Capacitor Current Equalizer

* Randomized Current Signature
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Prior Work: Power SCA resilient approaches

Iy vV,

* Constant Current Signature (a)
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- (a) Switch Capacitor Current Equalizer v oo i'&!.

- (b) Shunt Regulator I

* Randomized Current Signature
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Prior Work: Power SCA resilient approaches

* Constant Current Signature
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- (a) Switch Capacitor Current Equalizer

- (b) Shunt Regulator

* Randomized Current Signature ()

- (c) Low Drop Out Regulator




Prior Work: Power SCA resilient approaches

Iy vV,

* Constant Current Signature (a)
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- (b) Shunt Regulator

* Randomized Current Signature

- (c) Low Drop Out Regulator

- (d) Buck Converter




Prior Work: Power SCA resilient approaches

* Constant Current Signature

Vi

1

[ Vour
t EEEEE c l lout
V1aARGET| t

* Randomized Current Signature (©) (d) (e)

- (a) Switch Capacitor Current Equalizer

- (b) Shunt Regulator

Vour

- (c) Low Drop Out Regulator

o} "o, lout

CFLY
CL
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- (d) Buck Converter

- (e) Switched-Capacitor Voltage Regulator
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. oge No VSS pi
Prior Work: Power SCA resilient approaches solated in these

approaches

* Constant Current Signature \0)

Iy Vi

(a)
— ®  Vour I:I
- (a) Switch Capacitor Current Equalizer Vo, ?ﬁ_ l' l
VR

EF

C g leLeED c. lout
- (b) Shunt Regulator ]: I |’l il
* Randomized Current Signature (©) (d) (e)
V|N:L—>. 3 Your
- (c) Low Drop Out Regulator 0. N & lour
Crry
- (d) Buck Converter ¢z${¢

- (e) Switched-Capacitor Voltage Regulator
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Motivation: Susceptibility to the ground bounce




Motivation: Susceptibility to the ground bounce

Iy Vour  lour—P
Vin TN, |
Crypto
C ¢ Core
4+

SoC Vss BGA Pins
' SuB o olﬁo O O|lo O O
Crypto Core
O O|]0 0 O|O O O
Vss
O O O O O O O o

Ground Bounce Substrate Bounce

* Ball grid array (BGA) pins near to crypto core may reveal circuit VSS bounce that can
be used for side-channel analysis
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Simulation flow

| RTL Izesiqn |
__Logic anthesis j+«—{"40nm Lib _
_ Gate Le\iel Netlist |
Design —
Place and Route
Implementation: [ I (b, .Tib} |
| Layout Eiatabase |
5
[ Parasitic iExtraction m
\ Parasitic File |
Circuit | Circuit Simulation ] E—
Analysis [VSS Nodes Bounce | | N.| (Plain Texts)
N, x N,
Correlation | Compute ?orrelation ] N, = No. of encryptions
Attack | Secret Key | N, = No. of VSS nodes




Simulation results on a 128-bit AES computing core

— Correct key

- - T - < 0.09
— - SLES100MHzZ b '% Incorrect key
Z 4 Daces orhRhal 006 :
< 20 : encryptlirlround ] = ;
of _ ©0.03} * MTD=6000 -
0 10 0 3k traces 6k 10k

3. 6
time(ns)

* Implement a 128b Advanced Encryption

standard (AES) core
* Simulated VSS bounce waveforms for

correlation attack
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*  Proposed Work

- Principle of Galvanic Isolation (Gl)




Principle of Galvanic Isolation (Gl)

* Isolates two electrical systems, preventing direct current flow and breaking ground loops
between two circuits.

N:1

*  Transformer:
Primary Secondary

- Primary (input) side potentially lethal transient

voltages and currents

Transformer: Isolated

- Secondary side is completely isolated for safety energy transfer
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Principle of Galvanic Isolation (Gl)

* Isolates two electrical systems, preventing direct current flow and breaking ground loops
between two circuits.

N:1
i [ ]
*  Transformer:
Primary Secondary
- Primary (input) side potentially lethal transient
voltages and currents

Transformer: Isolated
energy transfer

- Secondary side is completely isolated for safety

- Flyback converter:

- Inductor based Galvanic Isolation topology

- Protecting low voltage devices from high
voltages transients
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Proposed Work

Proposed GI-AES architecture




Proposed Gl AES

* Apply capacitor based Galvanic Isolation
topology to minimize ground bounce
susceptibility

* Primary side: external power domain

e Secondary side: crypto core power
domain

Galvanic Isolation

External
Power Domain

L1

AAAS

GND:

-
&
G

L2
GND:2

—_—

v

Crypto Logic
Compute Domain




Proposed Gl AES

* Apply capacitor based Galvanic Isolation
topology to minimize ground bounce
susceptibility

* Primary side: external power domain
e Scan chain Interface
* Power management unit

e Secondary side: crypto core power
domain

Galvanic Isolation

External

Power Domain | GND:

L1 <
<
<

<
<
<

L2
GND:2

—_—

VCC T /

Scan Chain Interface

Power Management Unit

—

VSS =

<
EF

v

Crypto Logic
Compute Domain




Galvanic isolation decouples AES

Proposed Gl AES engine compute domain and

external power domain completely

* Apply capacitor based Galvanic Isolation
topology to minimize ground bounce
susceptibility

Galvanic Isolation

o)
External Ly :Dlit L2 Crypto Logic
Power Domain | GND: Q¢ GND> | Compute Domain
* Primary side: external power domain - | v
e Scan chain Interface vee ’: ror R
. 4
* Power management unit Ty O ,
. Scan Chain Interface ‘ . »| 128 bit
* Secondary side: crypto core power I ‘ AES
domain Power Management Unit Col ””.0" Cag:gli(tor 4Core
* Capacitor bank , : I ----°

Vsor

* A 128-bit AES core VSS W




Proposed Gl AES

3D illustration:

Local Power Grid

Vgor Capacitor Bank*
- AES in deep N-well, isolated P-

substrate, powered by Vrop Vgor VroF
- Capacitor bank (*2 layers drawn for =] ) I = PMU

illustration purpose) aﬁ AES Engine g Py

Z|(Local P- Substrate)|2 .
Deep N-well Scan Chain

- PMU and scan chain interface Global P- Substrate Interface
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GI-AES Architecture: System overview

E Veal ‘B x4 V1op .

T P (Header) 1 1 Vee Vee

: 256 Vror Vee ELK CLK T Vi E

[ REF1 =

- T Scan In Dataln - > QES Enable Power g sA —X -
| —— > ’ ::TE +—— Management < .
| | Scan Out c | AES Control ; > - Ves = r=-t- Unit (PMU) = Vss -
| | . 2 [Signals 4 v I Boost, Charge CLK -
| Microcontroller IScan Enable /| O o g | ] Boosti  “gpare _IE_Vss —X
I Test Interface . g £ vV | ——  l4— Boost. (CS) Vee -
: |_Scan CLK | & g| Veor I | 4= Vrerz =
| |Up date CLK 128b AES I | ] Boosts Sl SA; :
- L [ | n

I I—Ee—p Engine ) .
_____ - . PMU Signal L .
: ) ewseas 15" FTT 4 I :

. Vss A A =  CLK Vss .

. _E N (Footer) Ves :

. Vss ' -

. ppy x4 Veor E




GI-AES Architecture: Main blocks

— x4 VBOT

—_—

= Vel Vrop :

: = F T VCC Vcc E

: Scan chain :

: Datz Vo AES Vee LK CLK Vier1 =

M S 3 Sl S o <o
I | o 3 CLK 1ageme B .
| Scan Out | - | AES control > | Ves= _L_ Unit (PMU) = .
I I . £ | Signals 4 r I Charge = Vss CLK =
| Microcontroller IScan Enable O Vo 8 | ] Boosti  “gpare _|E_Vss —X
| Test Interface H 3 5l Vaor I ——  l¢—] Boost (CS) Vee -
: |__Scdn CLK | & 3 I | -4 Vger =
L. 128b AES I | 4] Boosts 1 SA; .

: Update CLK Engine S .
_____ - . PMU Signals f = .
: Vi I ') dL El + J__ = :

. _E ss A A = CLK Vss .

. Ves N, (Footer) Vss .

) .

e Scan chaininterface for data exchanging




GI-AES Architecture: Main blocks

- 7. P4 (Header) 1 1 \vi.i_c Vee E
[ ] N :
- Vioe -~ v »
y Dataln 256 AES ﬁ CLK P REF1 |
—————— can In “ ower L— SA -
I |—,q_ 7 > %T_rz | ¢——f—Enable Management ! +—E .
| 'ﬂic:ano_ut c |AES Control 2 > » VR S Unit (PMU) Iy I -
n £ | Signals 4 - Ch -
! Microcontroler 1Scan Enable | & |°° Vo I (e Boosti “gpalll | v —X
I = s - | _lE_ Vee .
| TestInterface Sedn CLK g =l ve —— |l4—Boost: (CS) .
| |__Scan %) < o | | Boo 4~ Vger2 w
I IU date CLK 128b AES | ¢ st - SA; .
| |Updage CLK | : Engine oMU S 1'- - --L —3-' 7y J_ .
_____ = . Il ignals = :
: e P ,l 1 f ; :
. A A <, CLK ss .
- Vs -E Ni (Footer) Vss .
: — x4 Vsor
:lllllll_lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll'

* A 128b AES Engine for data encryption
* Operatingin Vrop/Vgor power domain




GI-AES Architecture: Main blocks

Pove[ g Vo Capacitor :
TP (Headen) 1 1 Bank Vee
. V | -
: Data In 256 Vror AES “ <K | ClK Virer1 3
—= T ean In £ > Enatie [ ,, POV 4] SA1 .
I —t 7 %':I'_fz —1 ==| Management - .
| | Scan Out i= AES Control 3 .' — Vss —_— r— = - Unit (PMU} - Vss :
I I . 2 [Signals 4 v I focs,  Charge CLK :
| Microcontroller IScan Enable t;:? Toe 8 | [ ' Share '|E_V$$ —] *
Test Interface = i [ I (CS) Vee .

I . 3 5 —— l&— Boost
| |__Scan CLK [ & 3| Veor I | € Veerz =
! | Updae CLK 128b AES | #— Boosts — s, :
| e Engine s e : :
_____ - : v T PMU Signals P § E’ * J__ = E
. ss A A = CLK Vss .
- Vs -E Ni (Footer) Vss .
- p— x4 VBOT E
:IlllIll_lIllIlllIllllllIlllIllIlllIlllIllIlllIlllIllIlllIllllllIlllIllllllIllllllllllllllllllllll'

e Capacitance based galvanic isolation
* Power AES in Vrop/Vgor domain during encryption
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GI-AES Architecture: Main blocks
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| = = | Signals v B Charge =
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| Test Interface . g =l v I - lg—] Boost, (CS) Vee .
, |_Scan CLK | o o 8ot | | — 4= Vaerz E
I IU date CLK 128b AES | ¢ - aal SA; .
| ILEe—b Engine oMU S :-—--L—-' 7y .
————— = n ]
. ‘ L J_— t = .
: NF = 1 T Ve CHK Ve :

= 85
: Ves 1 (Footer) -
. jp— x4 Veor E
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e Control capacitor bank to maintain functional Vyop/Vgor Voltage range




GI-AES Architecture: Design techniques

E Vee | [1“4 VTop :

E 7 Py (Header) b § 1 Vee Vec E

: 256 Vior Vee K | ok T v E

————— ) Data In AES & ReF1
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I : 3 CLK 1ag L .
| | ¢ ScanOut | c |AES Control 2 > | VT -L - Unit (PMU) iy :
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| Microcontroller IScan Enable | O . g | I s, Charoe _IE_Vss :
| TestInterface . § Ay I U PR oo Ve —X :
I |_ScanCLK | & 3 BOT | I Pl
' : Update CLK 128b AES lL | € Boosts 1 A, :
I . Engine ‘ - .
_____ - PMU Signal T :
. I ignals | E , A J_ f I :

. Vss F 1 — CLK Vss .

: _E N, (Footer) Vss .

. Vss E[ 1 :

. — 4 :

: '

jp— X Veor
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‘ Header and footer transistors: decouple Vyop /Vpor rail from VCC/VSS rail
* Isolate the external and the internal power domain (AES).




GI-AES Architecture: Design techniques

—_—

= x4 Vgor

E Veal ‘B x4 V1op .

T P (Header) 1 1 Vee Vee

é I Dataln 268 e AES - <K | CLK Pc:l;er 1 —V%H :

—————— can In SA .
I l.—’ 7 b (éol_rz ‘ r Enable Maﬂﬂgement 1 + :
| | ¢Scan Out | c |AES Control 3 . Ve _L_ Unit (PMU) L .
| . 2 [Signals 4 v a - I Charge T CLK -
| Microcontroller IScan Enable | O o g I |4 Boosti “gpare _|E_Vss —X
| Test Interface . S = 2 I - lg¢—Boost, (CS) Vee -
Scan CLK_| & g| Veor I | -4~ Vrerz =

| I_._’ = Boos REF2 ®
| | . 128b AES | 1 ts e SA; :
|Upda;g CLKI Engine L — —a "

. - — PMmusignals | 3, 2] 4 an .
. Vs A ) U = CcK Vss .

n V .

= Y _E Ni (Footer) S8 =

. ss =

. '

2 Deep N well: covering the AES engine, isolating the local substrate
AES ground is completely isolated




GI-AES Architecture: Design techniques

E Veal ‘B x4 V1op .
a 7. P4 (Header) 1 1 Vee Vee
: 256 Vror Vee LK CLK T v E
[ REF1
—————— Scan In Data In & > AES dc-:— Enable Power sA, X .
| —T—> 4 %‘i’_’z [ Management € .
| | Sc'an QOut i= AES Control ; .' — Vss —_— r—=- Unit (PMU} - Vss :
I | . 2 |Signals 4 v | Boost, Charge CLK .
| Microcontroller IScan Enable té > g I e ' Share _|E_V ss —X
| Test Interface . 8 = RV | —— le—{Boost, (C9) Vee .
: |_Scan CLK | & g| Veor 3 | oo 4= Vrerz =
| I = 128b AES [ Boosts -« SA; .
I Update CLK Engine L— ——a "
_____ R o pwsows L5, KT 4 L ;
= Vss A A =  CLK Vss .
[ ] V [ ]
= Y _E Ni (Footer) S8 =
. ss =
: p— x4 VBOT :

3  Capacitor banks: charge pump based voltage doubler circuit




GI-AES Architecture: Design techniques

E Vccl 2 x4 V1or .
E | | | A Ve Vee -
- S3al T Vec .
g SlAiS \(:: Soat \’o SSBlO g E[_K CLK Pler ! Vrer1 =
—re—-———— Jca SA —E .
. — B S e =i e ) M
Scan ni "
| b __% S S wml ! Charge TVm | ax:
| Microcontroller IScan Eni 1AB 2AB 3AB ! | Boost Shge _|E_V ss .
| Test Interface [ Scéni I L |l¢—Boost, (CS) Vee -
I I -4~ Vgers
I Boo REF2 .
|  Update (| S1A2h T Sa2az\ T S3az\ T 3 | st il SAz :
| == 1B2 2B2 Ss3B2 T 7\ :
______ : —  PMU Signals 3 L u

5 F ,l J__ L = :

. A = CLK Vss .

. Ves — IN{ (FOUIer) I Vss -

. p— x4 Veor E

. L]

3 Cy as the main capacitor and multiple smaller capacitor pairs

e Multi-stage voltage doubler circuit I



GI-AES Architecture: Design techniques

Precharge

Compute Precharge phase:
cu<| | | | | | * Header and footer are connected
. » All capacitors are fully charged to VCC/VSS

Boost-1

Boost-2
cs 9

3 ) Three operation phases: Precharge, Compute, Charge sharing
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GI-AES Architecture: Design techniques

Precharge Compute

Precharge phase:

Compute
pcfxl | | | | | | | | | | | | | J_U * Header and footer are connected
- \J » All capacitors are fully charged to VCC/VSS
Vtop - Compute phase:
Veeta < Vari / * Header and footer are disconnected
Vbot / q‘ :

e Capacitor bank powers AES Core
* Voltage boostings are triggered sequentially

VSS

!
N
Boost-1
Boost-2
cs ‘\

| —
e

3 ) Three operation phases: Precharge, Compute, Charge sharing
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GI-AES Architecture: Design techniques

Precharge Compute Charge

Compute share Precharge phase:

—U_l * Header and footer are connected
. » All capacitors are fully charged to VCC/VSS

Vtop

N Compute phase:
* Header and footer are disconnected
Vb\j’t /] e Capacitor bank powers AES Core
; | * Voltage boostings are triggered sequentially

[
N
Boost-1
Boost-2 \N NG Charge sharing

o * Discharge capacitors to mask real charge
\/

consumption
3 ) Three operation phases: Precharge, Compute, Charge sharing

moe . o L

Vdelta < Vcrit

=




GI-AES Architecture: Design techniques

—_—

— x4 VBOT

E Veal ‘B x4 Vrtop .
E -E P1 (Header) A A Ve Vee ‘ E
: 256 Vror Vee LK CLK T v E
u REF1
=== Sean In Daaln £ > Cors > Enable Power e~ sA X -
| > 7 C':I'.f: n d Management o .
| | Sc'an QOut i= AES Control ; .' — Vss —_— r——= Unit (PMU} = Vsg :
I | . 2 |Signals ’ v | Boost, Charge CLK .
| Microcontroller IScan Enable té Toe 2 | [« ' Share _lE_V 8s —X
Test Interface H e I L~ lg—] Boost (CS) Vee .

] = 8 5 v — Boost:
| Scan CLK ] 2 BOT | I e v .
I Boosts REF2 .
| | = 128b AES | ¢ < SA; .
Update CLK Engine L — —a =
| . i -
_____ - = PMU Signal = .
B o rwsens [ FTT 4 : :
= Vss A A =  CLK Vss .
[ ] V [ ]
. v N (Footen ss .
. ss =
= .

‘ Dual rail sense amp: trigger the next boosting stage if Vrop and Vgor are below Vi ¢

e Current signature remain the same in each cycle, not prone to SCA




GI-AES Architecture: Design techniques

E Veal ‘B x4 V1op .
: T P1 (Header) 1 1 Vee
: Vrop Vee LK T V. E
————— — q.can In DatalIn 25’6 > AES L CLK Power REF1 :
— 7 Core > 4—Enable Management .
| S 3 CLK Unit (PMU .
| ﬂiclano_ut < |AES Control 2 > - Vo= —L - nit (PMU) .
| . 2 |Signals 4 B | fosr, Charge CLK .
| Microcontroller IScan Enable | O o g EP I |4—] Boost; g —X
Test Interface . h [ S (CS) .

| = 8 —— |4— Boost:
| |_Scdn CLK [ & | Veor [ D Vierz =
I = 128b AES | | ; sls ] SA; -
l | Update CLK Engine b e =2 .
I [ 1 u
_____ -~ = PMU Signal L .
: | ewsas 15 FTT A | 2 :
. _E Vss ) 5 A _V CLK Vss .
n Ss n
: Ves N1 (Footer) .
: g x4 Vgor
: EEEEER ._. [ E R R R R R R R R R R R R R R R R RRRRRRRRRRRRRERRRRRRRRRRRRRRRERRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRERII

e Charge share transistor: discharges all the capacitors to certain predefined voltage.
e Uniform on Vyop and Vo1 before each precharge cycle
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GI-AES Architecture: Design techniques

—_—

E Veal ‘B x4 Vrop -

T P (Header) 1 1 Vee Vee

_____ : Data In 256 VTOP AES Vcc ELK CLK PC:!;EI' VRer1 E

o I—Mc:an n 7 > Core «——p—Enable | \1anagement “ - .
' . 3 CLK a9 B .
! ¢ SchnOut | ¢ |AES Control q N v ~-L— Unit (PMU) iy :
I . 2 [Signals 4 . I Soos;, Charge ss CLK :
| Microcontroller IScan Enable ] © ~ g I |€— Boost; g -IE—VSS —X =
| Test Interface . 3 128 \ sl v I —— le—{Boost; (€9 Vee .
| I Scan CLK 5] Veor] - 3 BOT | | -4~ Vrero =
\ | Updafe CLK Voo—par: e 15 .| 128bAES [ |4 Boost, . A, :
= - = = [#]e] . L — — 1 -

| . T Vioe Engine ) .
_____ - . | | | _ CLK M — PMUSignals | 3 A J_ f L .
. T — Vss A A TV CLK Vss .

n Ss n

- Vs 1 (Footer) -

- :

— x4 VBOT

6 Dual rail sense amp (uniform current signature) as a level shifter to transfer signal
from voltage level V;,p/V;or to voltage level VCC/VSS
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Test-chip measurement

- Die photo, Measurement summary
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Die photo, Measurement Summary

* Technology: 40 nm CMOS
* Power@1.2V:23 mW

« Area(mm?):

e AES Core 0.032
* Level Shifter 0.00795
- PMU 0.00136
e Capacitor Switches 0.00429
e Capacitor Bank 0.178

* Total Area 0.2236
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Test-chip measurement

- VSS bounce SCA
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VSS Bounce SCA Measurement: Setup

Test-chip

i Il
Mlmcontro r %Iﬁ/ Function generator
*

Control signal
Data In/Out

A

)))I‘\kk

VSS Bounce
Data out

— Correlation attack

Oscilloscope VSS signature ‘_- .

Cipher text

MATLAB

* VSS bounce waveforms and cipher text collected by the oscilloscope are used for SCA
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VSS Bounce SCA: Stand alone charge pump circuit

Charge pump design architecture

|
|
|‘(D
=
>
vs)
0—||—|—<({D
)
>
vs)
|‘(D
w
>
w

J BOOST,

Boost Enablek

e Oscilloscope measurement show successful multiple voltage boosting
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VSS Bounce SCA: Flow chart & Timing diagram

Gl AES flow chart Gl AES timing diagram & Vtop Vbot waveforms
1V
w V1op $
N
YES
YES . .
= o> I, © oy
' +~ csH
@ Charge X
AES Core
A CLK
o Key Ready H ] CLK
A N | Data Ready AN ;
YES Veor > REFgo1? AES Busy @ E

* 6 major steps in one Gl AES operation and successful V;op/Vgor boostings are
demonstrated in the oscilloscope measurements




VSS Bounce SCA Measurement

Baseline AES

Ve 11 o 111111011

sttt

AES Core CLK &8 AES Cdre CLK
- rr . 1 . L[ 1.
— AES Busy 1 L AES Busy i

e Four randomly located VSS nodes for ground bounce monitoring
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VSS Bounce SCA: Correlation attack

* Target on the last encryption round Correlation attack results

(a) Baseline AES
0.06

e Baseline AES Key Byte 1 is revealed with 0.1

5000 traces. 5 MTD=35000 15 0,
o _ Bo.0s ke

* The correct key has a distinct high £ S 002
correlation value. ° °

0

0 3k 5k 8k 50 100 150 200 250
traces key guesses
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VSS Bounce SCA: Correlation attack

* Target on the last encryption round Correlation attack results

(a) Baseline AES
0.06 T

e Baseline AES Key Byte 1 is revealed with 0.1
5000 traces. % MTD = 5000 % 0.04
* The correct key has a distinct high go'os g 0.02
correlation value. ° ° .

3k 5k 8k 50 100 150 200 250

0
k
] X10-3 traces (b) Gl AES ey guesses
) GIAES: S, The correct key is not yet found
. . . oar fter 3 milli t by CPA
* The secret key is not revealed within 3 g after 3 millions traces by
million traces of
o
* Improving power SCA resilience by >600X % 0.5M ™ M M 25M M
t
Correct keyralces Incorrect key
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VSS Bounce SCA: Test vector leakage assessment (TVLA)

* Run encryption on two data sets, each containing 20,000 fixed plaintexts and
20,000 random plaintexts.

Time domain

A an
__ 20} % i
g f :" n A L ---4A---Baseline Subset 1
< N ‘A " N’ e W . Baseline Subset 2
1 AL vy “‘ L 4% ‘A
x I SR "-“‘tfﬂ-* AN —s— GI AES Subset 1
— ‘ -rfﬂ; y “‘* i :1 —#— GI AES Subset 2

0 100 200 300
time (ns)

* Gl AES reduces max |t-value| under 4.5
threshold value

* Improving TVLA results by 6.5X in time
domain
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VSS Bounce SCA: Test vector leakage assessment (TVLA)

* Run encryption on two data sets, each containing 20,000 fixed plaintexts and
20,000 random plaintexts.

Time domain Frequency domain
- o 100 ) )
A L % ==
_20f A 238 <o
E i in LA 68 33 245kA —
© A L WY R RV oW EE QOO g ,
z Sl g HAAE AR S S
- ' -rr{‘ﬁ_“s‘qf‘ 1 :‘:‘ 8:‘3(_96 0.1
0 100 200 300 : % % 100 200 300 400 500
time (ns) frequency (MHz)
* Gl AES reduces max |t-value| under4.5 * GI AES reduces max |t-value| under 4.5
threshold value threshold value

* Improving TVLA results by 6.5X in time * Improving TVLA results by 25X in requency

domain domain I



Outline

Test-chip measurement

- EM SCA
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EM SCA Measurement Setup

* The EM SCA attack uses a 10-mm H-field probe 1-mm above the package.
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EM SCA Measurement & Correlation EM Attack (CEMA)

EM waveforms

e EM waveforms at the last encryption cycle 90-1 EM SCA window
. < size: 100 ns
- CLK: 15 MHz % o
- Correlation EM Attack window size 100 ns =
Soqlotsiam L

.50
time (ns)
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EM SCA Measurement & Correlation EM Attack (CEMA)

EM waveforms

* EM waveforms at the last encryption cycle 90-1 EM SCA window
. < size: 100 ns
- CLK: 15 MHz % 0
- Correlation EM Attack window size 100 ns =
>
20.1

50
time (ns)
CEMA results: Baseline & GI AES

* Baseline AES: Key Byte 1 is revealed 0.06 0.04

with ~9000 traces. —— Correct key
-=0.05} Incorrect key

c
S Incorrect key
* GI-AES secret key not revealed even ?t)o 04 /\/\_—
ithi il : H o R N\—\/i—\_,\_
within 2 million traces, improving o MTD = 8000

resilience by >220X. 0.03 0
5k 10k 15k 20k 0.5M 1M 1.5M 2M

traces tl’aceS |

—— Correct key

correlation
©
o
N
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* Comparison & Conclusion
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Comparison

ISSCC’17 | ISSCC'19 | ISSCC'20 . This Work
Parameters [3] [4] [5] VLSI20 (6] Baseline | Proposed [Improvement
Technology 130nm 130nm 65nm 14nm 40nm -
AES Power (mW) 10.5 10.9 1.2 8%+ 10 23 -2.3X
AES Frequency | 40MHz 80MHz 50MHz 100MHz 50MHz 40MHz -20%
Area (mm?) 10.002135 1.75 0.205 10%-+ 0.032 20.0456 -1.425X
_ Improved
Countermeasure In\t/(;?t:‘t:d Dnglct)aI Current | Digital LDO, i Galvanic [Vcc, Vss, and
Type g Attenuation| Arithmetic Isolation substrate
Regulator | Regulator : .
isolation
CPAMTD 1 5100000 | 8.4M 1B 1B 5,000 > 3M > 600X+
(1 Byte)
Time Domain 5.2 4.5
Max [t-value| 2:5 11.9 (1M traces) (250M) 24 3.7 6.5X
Frequency 45
Domain 4 - - ) 97 3.9 25X
Max |t-value| (250M)
EM SCA MTD - 6M 1B 1B 9,000 > 2M > 220X+
(1 Byte)

!Area overheads only

’Area includes level shifters, PMU and capacitor switches




Conclusion

« VSS ground bounce can reveal the secret keys if tapped by the attacker.

* Proposed galvanic isolation technique for VCC, VSS and substrate isolation improves
both power and EM resilience.

* Measured results from a 128-bit AES core show
- >600X improvement against correlation power attack (CPA)

>220X improvement against coarse-grained EM SCA attack

20% lower frequency,

2.3X more power

0.0136 mm?larger area.
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What will happen if you use the AES within a SoC, will be possible to isolate the full
SoC?

It’s not applicable to isolate the full SoC. Because capacitor based Glavanic

Isolation design will require a huge capacitor bank to supply the full SoC, which is
not area nor power efficient.

Isolating the AES core alone is sufficient to increase its resilience and because of

the dual rial sense amp as level shifters, the AES core can exchange data with the
SoC with no concerns.
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Comparison

Parameters ISSCC’09 ISSCC’11 ISSCC’17 | ISSCC'19 | ISSCC'20 VLSI'20 [6] This Work
[1] [2] [3] [4] [5] Baseline | Proposed [Improvement
Technology 130nm 130nm 130nm 130nm 65nm 14nm 40nm -
AES Power (mW)|  33.32 - 10.5 10.9 1.2 8%+ 10 23 -2.3X
AES Frequency | 100MHz 50MHz 40MHz 80MHz 50MHz 100MHz 50MHz 40MHz -20%
Area (mm?) 1.37 1.886 10.002135 1.75 0.205 10%+ 0.032 20.0456 -1.425X
Integrated Digital Improved
Countermeasure| SC Current | Duplicated g 9 Current [ Digital LDO, Galvanic [Vcc, Vss, and
: Voltage LDO . . . - :
Type Equalizer | Data Paths Attenuation| Arithmetic Isolation substrate
Regulator | Regulator . .
isolation
CPA MTD 10M M 100,000 | 8.4M 1B 1B 5,000 > 3M > 600X+
(1 Byte)
Time Domain 5.2 4.5
Max |t-value| i i 2:5 11.9 (1M traces)|  (250M) 24 3.7 6.5X
Frequency 45
Domain - - 4 - - ’ 97 3.9 25X
Max [t-value| (250M)
EM SCA MTD - 800,000 - 6M 1B 1B 9,000 > 2M > 220X+
(1 Byte)
'Area overheads only

’Area includes level shifters, PMU and capacitor switches
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